A Guest Lecture Series on “Digital Hygiene: Staying Secure in Cyber
Space”
(24™January, 2022)

On the occasion of CUHP foundation week celebration (20-26™ Jan, 2022), A Guest Lecture Series on the
topic “Digital Hygiene: Staying Secure in Cyber Space” was organized by the Department of Computer
Science and Informatics, Central University of Himachal Pradesh on 24™January, 2022 through online
mode(Google Meet).Prof. Rakesh Kumar, Dean and Head of Department, Department of Computer
Science and Informatics, extends a warm welcome to the speaker. The speaker Dr. Yashwant Singh,
Associate Professor, Dept. of Computer Science & IT, Central University of Jammu presented his
views on the above mentioned topic. The vote of thanks was presented by Mr. Ajay Kumar, Organizing
Secretary, Computer Science and Informatics. The talk was witnessed by the entire department's teachers,
Ph.D. Scholars, and students. Finally, there were a lot of questions and answers at the end of the lecture.
This lecture was really well received by the students because it was very relevant to them. The following

are a few highlights from the lecture series.
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Industrial Revolutions
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4:06 PM | Invited Talk by Dept. of CSI, CUHP

Yashwant singh is presenting

Background

Cyberspace: Complex environment of people, software, hardware and services

= Common, but important tool being used by citizens, civil society, industry, business community, governments for
communication

Virtual | Borderless | Anonymous : Fragile yet powerful

Scale of a cyber related incident can take any form: A small attack or a nationwide disaster damaging key

information, assets and reputation X w6

SHIVKANSH SI.. Mayank Chopra
Security : Animportant part of National Agenda

Key componentto measure the success of ambitious 'Digital India’ programme of the Government

Requires a robust framework for making the cyberspace secure 3nd resilient
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‘;i“ Yashwant singh is presenting
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Cyberspace: Complex environment of people. software, hardware and services
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= Scale of a cyber related incident can take any form: A small attack or a nationwide disaster damaging key Pardeep Singh \q\ l;l
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‘E.‘ Yashwant singh is presenting

Cyber Threats

Organizational level
* \Website intrusion/ defacement
* Domainstalking
* Malicious Code
* Scanningand probing
Denial of Service & Distributed
Denial of Service
Targeted attacks
Phishing
Data theft
Insider threats
Financial frauds

4:24 PM | Invited Talk by Dept. of CSl, CUHP

‘F‘I\ Yashwant singh is presenting

Digital Hygiene

National level

« Cyber Terrarism

+ Attackson Critical Infrastructure
Web defacement
Website intrusion and malware
propagation
Malicious Code
Scanningand probing

Denial of Service & Distributed
Denial of Service

Ananymaus Applications

Staying Safe in Cyberspace

4:30 PM | Invited Talk by Dept. of CSI, CUHP
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Internet Infrastructure in INDIA
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4:31PM | Invited Talk by Dept. of CSI, CUHP

Turn off File/Print Sharing P
= Many attacks will allow a malicious A T oeiay | oriitm | | PetecnSnah
hacker to have complete read/write
access to the contents of your hard-
drive.
« Be careful when using WiFi Hotspots.

X
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Mayank Chopra
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Windows is insta![?d onto your computer.
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‘%‘ Yashwant singh is presenting

'Install a Firewall

%
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= A firewall can block malware that could otherwise T i P“J!ﬁngh
scan your computer for vulnerabilities and then
try to break in at a weak point.

« Use a wired or wireless router with firewall

features to provide additional protection. & o
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‘h‘ Yashwant singh is presenting

Scan for Viruses

a

= Scan your machine regularly Manoj Dhiman Pardeep Singh

= Use AV program with:
- Real-time scanning

Automatic Updates
Email Scanning

S
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» Many AV programs require an annual
subscription.
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A Yashwant singh is presenting

A

Strong Passwords

+« Do not use personal information ”z
- Use mixed case passwords with numbers and 4
special characters. i ' e
« Change passwords often
= Use pass phrases ragheisth passwords
- Select a phrase ty to remember = 3
5 @ ptl etr ‘Sahil Thakur M... SHIVKANSH Sl...
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‘ﬁ‘ Yashwant singh is presenting

* Network Attack Surface

* Open ports Y
+ Services (Email, DNS,CHAT, etc.) X =
* Wi-Fi connectivity ' =

* Vulnerable Network devices Pardeep Singh
+ Default network settings :

+ Software Attack Surface % ¥
+» Software Patches : !
* Free open source software RN O i M
* Pirated software Sahil Thakur M_.. SHIVKANSH SI... Mayank Chopra
+ Software cracks

* Human Attack Surface ! _
+ Social engineering r‘ e-‘-‘\
+ Social websites 4 s

+ Bring Your Own Devices policies Mohit Kumar
* Human Operators I

* loT devices

4:48 PM | Invited Talk by Dept. of CSI, CUHP
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* Cyber Hygiene at Office space ‘ ¥

* Cyber Hygiene at Public places ‘ ¢ M ":

* Cyber Hygiene at Home Msnol Dhimen e

* Personal Cyber Hygiene
S M
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‘E\ Yashwant singh is presenting

Identify critical data %
Emphasize multi-factor, strong identification . ‘ M ”‘f“
Patch systems and automated processes E i g e Farticop Sinaty

Prevent data leakage
Teach good hygiene at all levels s

Encrypt data at rest and in motion SahilThakurM_.  SHIVKANSHSI_
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Perform real world breach simulations
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In-call messages

Let everyone send messages Q

4

Sahil Thakur MCA 22 ¥ U |  Manoj Dhiman Messages can only be seen by people in the call and

are deleted when the call ends

You 4:53FPM
This is really a very informative hygine for us
computer scientist

Aman MCAO5 Kumar Dhiman 4:54 P
In society 5, when the all things are online, then ,
Pardeep Singhy “iigs SHIVKANSH SINGH MCA25 Mayank Chopra what main precautions should be taken to secure
o, the our personal information.

Shivanshu 28 4:54 P

A Z . Can we detect an attempted or successful
“\t- F ‘ cybersecurity incident, attack, or data breach?
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A Guest Lecture Series on “Usage of Technologies for Teaching
Learning Process in Covid-19”
(25"January 2022)
On the occasion of CUHP foundation week celebration (20-26™ Jan, 2022), A Guest Lecture
Series on the topic “Usage of Technologies for Teaching Learning Process in Covid-19” was
organized by the Department of Computer Science& Informatics, Central University of
Himachal Pradesh on 25"January, 2022 through online mode(Google Meet).Prof. Rakesh
Kumar, Dean and Head of Department, Department of Computer Science and Informatics,
extends a warm welcome to the speaker. The speaker Dr. Kamlesh Kumar Raghuvanshi,
Assistant Professor, Dept. of Computer Science, Ramanujan College, University of Delhi,
presented his views on the above mentioned topic. The vote of thanks was presented by Mr. Ajay
Kumar, Organizing Secretary, Computer Science and Informatics.The talk was witnessed by the
entire department's teachers, Ph.D. Scholars, and students. Finally, there were a lot of questions
and answers at the end of the lecture.This lecture was really well received by the students

because it was very relevant to them.The following are a few highlights from the lecture series.
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D  Dr Kamlesh kumar Raghuvanshi is presenting

Usage of Technologies for I
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Teaching - Learning

Process in Covid - 19 5 o 2
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Department of Computer Science Abhay Thakar ki
, University of Delhi

Komal MCA 11 has left the meeting

5:12 PM | Guest lecture 2

D DrKamlesh kumar Raghuvanshi is presenting

Overview D p
Pardeep Singh Dr Kamlesh ku_.. Pankaj Kumar
During COVID-19 pandemic, distance learning technologies are ' ”
&
developing rapidly.
ping _IJ Y o o S @ : ‘)
e Many educational organizations adopt these technologies.
i ) ) i SHIVKANSHSL.  Shivanshu 28 Partiksha 21
o Mobile technology and its role in the e-learning process becomes
crucial. : 1
o Focus needs to be shifted to one of the basic component of Education (o '
i.e. Right to Equality. e 34 others
o Need to design solutinne that nravidac 1009% jnclysiveness irrespective
of cost and space.
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D  DrKamlesh kumar Raghuvanshi is presenting

Overview |2 " D P
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During COVID-19 pandemic, distance learning technologies are
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e Many educational organlzthese technologies. . @ )

. SHIVKANSH SlI.. Shivanshu 28 Partiksha 21
e Mobile technology and its role in the e-learning process becomes
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e Focus needs to be shifted to one of the basic component of Education A €
i.e. Right to Equality. e 33 others
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D  DrKamlesh kumar Raghuvanshi is presenting
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D  DrKamlesh kumar Raghuvanshi is presenting

Technology | I3 . 5
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Access of digital information |,_1 D
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e-learning
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Improve and enhance teaching and | suvkansis.  Shivanshu2s
learning quality.

Promote problem solving and
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D  Dr Kamlesh kumar Raghuvanshi is presenting

Technology and content
readiness

Pedagogical and home
learning support
readiness

Monitoring and
evaluation readiness
Policy planning and
financing readiness

Pre - Requisites
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Persisting education
response

Months of new daily
routine

Post-pandemic new
normal

Distance
leaming
solutions/
courses

Tech-enhanced
school/college
systems

Home Based
distance
learning

Inclusive Education (Pre-post Covid 19)

5:34 PM | Guest lecture 2
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D  Dr Kamlesh kumar Raghuvanshi is presenting | I %
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Let everyone send messages 0

e Messages can only be seen by people in the call and
are deleted when the cail ends

Facts to Consider

rargeep singn 432 P
D Weleome mayank sir goed afternoon

e 36% Indian kids lacked Internet access during Covid lockdown® Dr Kamiesh kumar Raghu... Pardeep Singh 20 507 FM
¢ Two thirds of the world's school-age children have no internet ‘ R
access at home Ankush Shandil 535 Pl
o 258 million entirely excluded from education* L Ve nin e shesion
36 others o G

Very nice PPT and content also. Thanks sir for your
valuable time

# Times of Ir  meeusoascen ysmarnarzzeen = ptimes com/articleshow/87671
*UNICEF-ITU report 20-21
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are deleted when the call ends
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Platform
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Design & Flexible \ U Thank you sir

Features of
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LMS P S Very informative session
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Nice lecture sir, Thank you for your valuable time. J4

Aanchal Pal MCAOT 6:00 PM
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right path to success. Thank you, teacher, you are
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Messages can only be seen by people in the call and
are deleted when the call ends
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Sometimes in rural areas intemet coverage is nat
good because himachal has mostly rural areas , in
that case, audio and video are not clear,

In that cage how online leamning is usefull.

In my prospective, online leaming is good but for
add on courses or side wise courses , butin regular
classes sometimes online classes not work properly.
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Can we have anather placement related lecture from
you whenever you are free sir.
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are deleted when the call ends
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Very nice lecture Sir
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placement please sirfy
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Two days online national seminar on “Emerging Trends in Information

and Communications Technologies”
(27 — 28 January 2022)

On the occasion of CUHP foundation day celebration, two days online national seminar on “Emerging
trends in Information and Communications Technologies” was organized by the Department of Computer
Science, Central University of Himachal Pradesh during 27 — 28 January 2022 through online medium
Google Meet.The Coordinator, CUHP foundation day celebrationinaugurated the national seminar and
guided all the participants about the CUHP foundation day celebration and the role of various ICT
technologies in the current scenario. The speakers of this national seminar presented their speeches from
various parts of India. Prof. Manu Sood- HPU Shimla, Dr. Sandeep Kumar Sood-NIT Kurukshetra, Dr.
Rakesh Kumar-Central University Haryana, and Dr. Sahil- IIIT Una presented their session on the latest
trends in ICT, Future Aspects in Artificial Intelligence, Machine Learning and Big Data Analytics, loT
Applications & Challenges, and Smart Environment and its Technological Perspective respectively. On
this occasion, the Head and Dean Prof. Rakesh Kumar, School of Mathematics Computers and
Information Sciences MCIS, Convener Dr. Keshav Singh Rawat, Department In charge, Computer
Science and Informatics, faculty members of various departments, members of the organizing

committee,and students have attended the seminar.
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